The application in cryptography of quantum algorithms for prime factorization fostered the interest in quantum computing. However, quantum computers, and particularly quantum annealers, can also be helpful to construct secure cryptographic keys. Indeed, finding robust Boolean functions for cryptography is an important problem in sequence ciphers, block ciphers, and hash functions, among others. Due to the super-exponential size O(2 2 n ) of the associated space, finding n-variable Boolean functions with global cryptographic constraints is computationally hard. This problem has already been addressed employing generic low-connected incoherent D-Wave quantum annealers. However, the limited connectivity of the Chimera graph, together with the exponential growth in the complexity of the Boolean function design problem, limit the problem scalability. Here, we propose a special-purpose coherent quantum annealing architecture with three couplers per qubit, designed to optimally encode the bent function design problem. A coherent quantum annealer with this tree-type architecture has the potential to solve the 8-variable bent function design problem, which is classically unsolved, with only 127 physical qubits and 126 couplers. This paves the way to reach useful quantum supremacy within the framework of quantum annealing for cryptographic purposes.
I. INTRODUCTION
In an era in which most of national, personal and business information is digitally stored, security of information turns out to be a major concern. This involves not only industrial, political, or diplomatic affairs, but also the information which affects to our most private circle, from finances or health to buying patterns or political tendencies. Cryptography is, consequently, key when we try to keep the information safe from malicious parties. The security of symmetric ciphers, block ciphers, and stream ciphers, mainly depends on the design of the non-linear combination generator, which can be seen as the problem of devising n-variable Boolean functions satisfying multiple criteria to resist different cryptanalyses.
However, algebraic constructions, heuristic algorithms, and even the combination of the previous two ways are still difficulty in devising strong Boolean functions in various scenarios [1] [2] [3] [4] [5] [6] [7] [8] [9] [10] . It is difficult to form a new constructions of good Boolean functions, and the scale and number of the new constructions are limited compared to the real groups of good Boolean functions [11, 12] . Secondly, the exponential-degree solution space of Boolean functions make it intractable for classical searching [13] [14] [15] [16] [17] . Thus, a new and scalable computing paradigm is required to design practical Boolean functions.
D-Wave quantum computers are specialized devices which belong to a class known as quantum annealers. These machines codify a solution to certain problem in the ground state of their dynamics. Then, starting with a Hamiltonian whose ground state we know, we slowly change a parameter until * f.hu.121214@gmail.com † mikel.sanz@ehu.eus we reach the Hamiltonian which codifies the desired solution.
The adiabatic theorem ensures that the dynamics ends up in the ground state. D-Wave quantum annealers have already been employed for optimization problems [18] , quantum simulations [19, 20] , as well as models which are classically hard to compute [21] [22] [23] . In Ref. [24] , a general and scalable quantum-spin Ising model to design even-variable Boolean functions for their use in cryptography was experimentally implemented. In this work, the problem of designing Boolean functions with several criteria was mapped into the ground states of an Ising Hamiltonian which was solved in the low-connectivity DWave 2000Q quantum annealer. This work is remarkable since it showed the ability of the D-Wave 2000Q machine to design the Boolean functions with nonlinearity, correlation immunity, and balancedness. However, the inadequate connectivity of the D-Wave machine dramatically restricted the scalability of the embedding, since it requires an exponential number of physical qubits to codify the logical ones as n grows. Consequently, it was only possible to simulate the problem for 6-variable bent functions design and for 4-variable Boolean functions design with high nonlinearity and resilience. The reason can be mainly attributed to the following points:
1. The quantum annealer requires to codify your problem as the ground state of an Ising Hamiltonian, or equivalently a QUBO model, which restricts the pattern selection for the characterization of the original problem.
2. The topological limitation of the D-Wave hardware architecture requires the use of several physical qubits to codify a logical qubit together with its connectivity. Therefore, blocks of physical qubits must be collectively manipulated for solving complex problems, but it is often challenging and they cannot be kept simultaneously aligned. Thus, it causes additional computational errors during the quantum evolution and it may lead to a frustrated quantum annealing.
3. The size of model scales exponentially when the number of inputs and constraints, and therefore the complexity of the Ising model, increases. Hence, it is not only intractable for classical computers, but it could also be unaffordable for quantum computers. That is, the increasing demand on an exponentially growing number of qubits involved in the theoretical quantum models for characterizing special Boolean functions remains a challenge.
Obviously, the last point is the most crucial one due to the technological limitation in the number of qubits. Nonetheless, let us remark that bent functions are the class of functions with the maximal nonlinearity and they can be characterized by a simpler model with a smaller number of qubit interactions.
In this Article, we propose a novel low-connectivity architecture for a quantum annealer which is scalable and optimizes the design of bent functions with large number of variables. Indeed, we prove that our tree-type architecture with no more than 3 couplers per qubit allows a highly efficient codification of the design problem for bent functions. We estimate that a quantum annealer with 126 physical qubits and 127 couplers would be able to solve the design of 8-variable bent functions, a problem which is still classically unsolved. In our construction, two optimizations are proposed:
1. We show a scalable method for dimension reduction and demonstrate a feasible distributing scheme to design the bent functions. By this way, the optimal solutions can be obtained by combining the solutions given in small cases to construct the optimal solutions for large cases, and it also contributes to explore further the global property of bent functions.
2. Based on the previous point, a new chip architecture with a tree-type structure is engineered. The hardware is optimized for the construction of bent functions in a scalable manner employing the aforementioned dimension reduction. We estimate a much better performance when compared against D-Wave quantum annealers. Additionally, a dramatic improvement in the tradeoff between the number of qubits and the complexity of the connectivity is achieved.
We consider that the construction of coherent quantum annealers equipped with such architecture could pave the way for achieving useful quantum supremacy in cryptography and related fields.
II. THE CONSTRUCTION OF DISTRIBUTED COMPUTING ISING MODEL FOR BENT FUNCTION DESIGN
Generally speaking, to divide a large-scale problem into several smaller cases is effective to deal with otherwise unaffordable calculations. This is the idea behind distributed computing, where we may use many independent processors to solve a problem which, in other case, would have required much higher resources. The use of the Ising Hamiltonian for designing bent functions mainly depends on the characterization of the Walsh spectrum, which requires an exponential number of variables as the input grows linearly. Thus, our approach will be to divide the original bent function design problem into different small cases which can be addressed by a midd-size coherent quantum annealer.
A. The 2-variable bent function case
The original model of 2-variable bent function is given by
Here, the four similar terms in parentheses codify the Walsh spectrum of any 2-variable Boolean functions represented by the qubits {σ 1 , σ 2 , σ 3 , σ 4 } (problem qubits). In order to find bent functions, we need the ancillary qubits {σ 5 , σ 6 , σ 7 , σ 8 }, which we call controlling qubits, to guarantee that the sum H non of the four terms is minimal. Then, we can rewrite Eq. (1) as
Obviously, one of the first two terms, controlled by {σ 5 , σ 7 }, must be zero. Similarly, one of the last two must be zero as well. This can be used to split the problem into four conditions which are equivalent to the original problem.
Condition 0:
If σ 5 + σ 7 = 0 and σ 6 = σ 8 , then Eq. (2) transforms into
Then, the ground state of the qubits {σ 1 , σ 2 , σ 3 , σ 4 } can be straightforwardly derived, namely,
, each of which represents one 2-variable bent function. Condition 1: If σ 5 = σ 7 and σ 6 + σ 8 = 0, then Eq. (2) transforms into
Similarly, the ground state of the qubits {σ 1 , σ 2 , σ 3 , σ 4 } is given by the states
, each of which represents again a 2-variable bent function. Condition 2: If σ 5 + σ 7 = 0 and σ 6 + σ 8 = 0, then Eq. (2) transforms into
In this case, the ground state only depends on {σ 3 , σ 4 }, thus it is not a equivalent case.
Condition 3: If σ 5 = σ 7 and σ 6 = σ 8 , then Eq. (2) transforms into
Similarly, the ground state only depends on {σ 1 , σ 2 }, and it is not equivalent to the original one.
Actually, the solutions given in Condition 0 and Condition 1 comprise all possible bent functions in the 2-variable case. Therefore, we have shown that the 2-variable bent function case can be divided into two equivalent smaller problems. It is noteworthy to mention that the two terms provided by Conditions 0 and 1 are independent and, hence, they can be solved separately. Consequently, only 3 qubits and 2 couplers are sufficient to design 2-variable bent functions, a significant dimension reduction when compared with the original model (suitable, for instance, for the D-Wave quantum annealer), which requires 8 qubits and 32 couplers.
Furthermore, we could consider even an additional reduction due to the symmetry under the interchange of qubits {σ 1 , σ 2 } or {σ 3 , σ 4 }. Indeed, the ground states of the Hamiltonians in Condition 0 and Condition 1 remain the same when the labels are interchanged (it does not work for Condition 2 and Condition 3, but they do not provide any valid solution). In other words, if the solutions {σ 1 , σ 2 , σ 3 , σ 4 } satisfies the Condition 0, then {σ 3 , σ 4 , σ 1 , σ 2 } must satisfy the Condition 1. Consequently, it is not necessary to find both ground states, we can find every bent function by solving only one case and apply the symmetry.
On the other hand, if we divide the controlling qubits into {σ 5 , σ 6 } and {σ 7 , σ 8 } given the similar assumption in each group, the system can also find all the solutions in a similar way. As for the 2-variable case, if and only if the assumptions defined on the different subgroups are symmetric, like σ 5 = σ 7 and σ 6 + σ 8 = 0, the simplified Hamiltonian can be interpreted as a small case of the 2-variable bent function design problem.
From the point of view of the controlling qubits, the aforementioned relations among them actually characterize the distribution in the Walsh spectrum. For example, for Condition 0, the Walsh spectrum corresponding to the ground state [1, 1, 1, −1] of problem qubits is given by [2, 2, 2, −2], where the signs are given by the condition σ 5 + σ 7 = 0 and σ 6 = σ 8 . Therefore, the assumptions about the quantum state of the controlling qubits can also help to explore the Walsh spectrum of bent functions.
To sum up, in this section, we have provided a simple demonstration of dimension reduction for the 2-variable case, which already shows the potential for saving many quantum resources employing the symmetries between problem qubits and controlling qubits. The question is whether this reduction can be generalized to the higher variable case also employing exponentially less resources. In the following section, we will analyze the 4-variable case aiming at finding a pattern.
B. The 4-variable bent function case
Let us generalize the approach followed int he previous section to the 4-variable case. in the general case, there are 16 problem qubits and 16 controlling qubits, which may be divided into four parts as {σ 1 , σ 2 , σ 3 , σ 4 }, {σ 5 , σ 6 , σ 7 , σ 8 }, {σ 9 , σ 10 , σ 11 , σ 12 }, {σ 13 1, 1, 1, 1] .
Here, we choose the constraints [1, 1, 1, 1] representing the set of controlling qubits for instance, then the original Hamiltonian can be divided into two independent parts as
These two parts can be solved independently, hence one 16 × 16 Walsh matrix transforms into two 8 × 4 Walsh matrices. Before further exploration, we use the D-Wave quantum annealer to solve them independently [24] , obtaining in total 64 4-variable bent function with this condition. Let us now provide a theoretical proof focusing on the first part, which we denote by H half . It can be rewritten as
which following a similar analysis to the 2-variable case, gives us the following options:
1. If σ 17 = σ 21 and σ 25 + σ 29 = 0, then
2. If σ 17 + σ 25 = 0 and σ 25 = σ 29 , then
Note that we use here {σ i , σ i+1 }, {σ i+2 , σ i+3 } as two groups for the constraints. Additionally, we can observe that both cases are again symmetric, and therefore that the solutions of any case can be derived from the solutions the other case. Actually, a second reduction of the problem size can be achieved, since H half can be divided into two smaller cases employing less qubits and couplers. Obviously, we can find 2 × 2 = 4 solutions for any case that we can get 4 × 2 = 8 solutions given that H half . Thus, in the case [1, 1, 1, 1] , we can obtain in total 8 × 8 = 64 bent functions of 4 variables, which is consistent with the results obtained with the D-Wave quantum annealer [24] .
Finally, we use the results obtained by the D-Wave quantum annealer [24] 
We can see that the position of σ 29 and σ 30 changes. Actually, controlling qubits show the distribution of Walsh spectrum, so that the two coefficients matrix exchange the last column. As a comparison with respect to condition [1, 1, 1, 1] , there are eight symmetric qubits groups, including {σ 1 , σ 2 }, {σ 3 , σ 4 }, {σ 5 , σ 6 }, {σ 7 , σ 8 }, {σ 9 , σ 10 }, {σ 11 , σ 12 }, {σ 13 , σ 14 }, and {σ 15 , σ 16 }. On the contrary, we cannot find such a symmetry for the condition [1, 1, 1, 0] .
On the other hand, there also exist symmetric relations between different cases. For the case [1, 1, 0, 0], the symmetry cycles include {σ 1 , σ 10 }, {σ 2 , σ 9 }, {σ 3 , σ 12 }, {σ 4 , σ 11 }, {σ 5 , σ 14 }, {σ 6 , σ 13 }, {σ 7 , σ 16 }, and {σ 8 , σ 15 }. For condition {1, 1, 1, 1}, we can find four pairs of symmetric qubits, namely, {σ 2 , σ 10 }, {σ 4 , σ 12 }, Therefore, as this simplified Ising model shows such a symmetric structure, it could be reduced further and used for devising bent functions. For the moment, we can get 8 × 64 = 512 bent functions of 4 vriables, a subclass of all 4-variable bent functions. That is, there must be other symmetric structures on the controlling qubits.
When growing up from 2-variable to 4-variable bent functions, we must reconsider the constraints. Here, we redefine the conditions σ i = σ i+2 and σ i+1 = σ i+3 as '0' and σ i + σ i+2 = 0 and σ i+1 + σ i+3 = 0 as '1'. Let us provide now, as an example, the Hamiltonian corresponding to the constraint {0, 0, 1, 1}
We can straightforwardly observe eight pairs of qubits, namely, {σ 1 , σ 9 }, {σ 2 , σ 10 }, {σ 3 , σ 11 }, {σ 4 , σ 12 }, {σ 5 , σ 13 }, {σ 6 , σ 14 }, {σ 7 , σ 15 }, and {σ 8 , σ 16 The Walsh spectrum can be characterized by two kind of conditions: a) one of the pairs of controlling qubits in one group are either equal or opposite; b) both pairs of controlling qubits in one group are either equal or opposite. Independently of the condition, if there are symmetric structures, it can be reduced when finding bent functions. In general, when we generalize this approach to the n-variable case, during each dimension reduction, the 2 n × 2 n Walsh coefficient matrix is reduced to a 2 n−1 ×2 n−1 matrix, and the 2 n controlling qubits are reduced to 2 n−2 until only one remains. Additionally, each reduction requires one constraint. As the input size increases, the number of constraints increases, thus we should perform several dimension reductions and then solve it using a quantum annealer. 
III. TREE-TYPE QUANTUM ANNEALING ARCHITECTURE
Based on the theoretical reduction on the original problem, one can prove an exponential reduction in the number of resources. However, when the variables increase, one qubit should be also connected to many qubits. Then, it is not a good choice to substantially reduce the original model. The challenge of connectivity remains in the D-Wave quantum annealer and, especially when scaling up, D-Wave cannot guarantee the equivalence of physical qubits in a chain, which produces an important constraint in the accuracy of the classical problem. In this section, we proposes a new tree-type quantum annealing architecture based on the aforementioned reduction which is more suitable for our problem.
A. Basic components of the quantum computing architecture
In this section, we show a simple tree-type architecture for a quantum annealing chip especially adapted to solve the bent function design problem with high accuracy and a low connectivity. Considering the high overhead of physical qubits required to codify this problem in the D-Wave quantum annealer, we aims at a better tradeoff between the number of physical qubits and the complexity of coupling connectivity. The basic component of our construction is depicted in Fig. 1a .
For example, let us consider the 2-variable case, one of the cases analyzed before. The architecture codifying this problem, particularly Eq. (3) and Eq. (4), is depicted in Fig. 1b .
Although this case can be solved in the D-Wave machine easily [24] , this architecture is much simpler than the codification required by the D-Wave architecture to solve it.
B. The properties and advantages of new architecture
Let us now generalize the architecture to codify the 4-variable case under the constraint [1, 1, 1, 1] . Equation (7) can be rewritten as 1. If σ 17 = σ 21 and σ 25 + σ 29 = 0, then
Successive reductions help us to find a tree-type architecture in which each controlling qubit connect to only four physical qubits, as shown in Fig 2a. Based on this, the graph can be divided into two independent parts, reading only 8 values each time from it. Additionally, the equality of 4 physical qubits which represent the same logical qubit is guaranteed by the tree-type architecture. If we only focus on one case, for instance {C 1 , C 3 }, the requirement of physical qubits and graph connectivity can be further simplified. The codification in the Chimera graph of the D-Wave quantum machine is depicted in Fig 2b, The new architecture is composed of 24 physical qubits and 28 couplers, while the codification in the D-Wave Chimera graph requires 16 qubits and 36 couplers. Although our architecture demands more physical qubits, the connectivity is substantially lower with up to three couplers per qubits. Additionally, the requirements can be further reduced in such a way that only half of the structure is sufficient to obtain the solution. We will can be analyzed it in detail in the following.
1. This tree-type connectivity guarantees an optimal equivalence among logical and physical qubits, as well as the stability of different spin chains, which contributes to the accuracy of the computation and leads to a complete characterization of the classical problem. However, this is still challenging for a D-Wave machine, especially when scaling up the problem. For instance, in the 8-variable bent function design problem, the enormous overhead of physical qubits required to embed the original model in the D-Wave machine would lead to exponentially growing errors in the calculation [24] .
2. From the point of view of graph connectivity, the maximal number of couplers requiered in our architecture is three, which is much smaller than in D-Wave and will consequently lead to a higher accuracy in the computation. Indeed, in the large-scale case, a controlable growth in number of physical qubits is key to guarantee the accuracy of quantum algorithm.
3. Our hardware is robust and flexible, since the accuracy of the experiment will expectably grow only by adjusting the parameters in the controlling region. This also provides an efficient manner to retrieve the information by reading out only the quantum state of the final layer, as depicted in Fig. 2 . Nonetheless, as for the D-Wave machine, too many chains involved in the quantum annealing increase the errors, which would inexorably require a classical post-processing. 4. From the point of view of experimental feasibility, our graph is completely symmetric and scalable, which also provides an straightforward manner to embed the problem with more qubits but fewer couplers. Our approach breaks the initial unaffordable problem into solving several independent smaller problems, which classifies this algorithm as a practical distributed quantum computing algorithm [25] .
Essentially, the tree-type graph for the architecture allows us to achieve a better tradeoff among the number of qubits, the coupler strengths, and the accuracy of quantum computing algorithm. By introducing a few extra physical qubits, the complexity of the connectivity is dramatically reduced and allows us to split the problem into several independent smaller problems. All-in-all, a better ratio between physical an logical qubits is obtained, which is an effective way to realize a more robust quantum annealer.
IV. CONCLUSIONS AND OUTLOOK
We have proposed a scheme to reduce the superexponential dimension scaling associated to the problem of devising bent functions. This scheme allows us to split the problem into several independent smaller cases which can be efficiently embedded in a low-connectivity tree-type quantum annealing architecture. Additionally, some proofs with experiments on devising 4-variable bent functions via a D-Wave quantum computer are provided for demonstrating scalability and completeness of our approach for solving large-scale 2n-variable bent function problem [24] . Our proposal of tree-type chip proves to scale up better and be more stable allowing higher accuracy in the computation.
From the point of view of quantum supremacy, 8-variable bent-function design is computationally hard for classical computers and a complete determination has not been achieved yet. In our approach, we may divide the 8-variable bent function design problem into 4 parts, each of them can be independently codified into 16 logical controlling qubits and 64 logical problem qubits, summing up to 80 logical qubits in total. Then, it can be embedded into 127 physical qubits with only 126 couplers to solve each part, which shows a significant improvement compared to D-Wave quantum annealers, which requires 512 physical qubits and 1456 physicals couplers for each part [24] . This would allow us to achieve useful quantum supremacy with only 127 qubits in the framework of a distributed quantum algorithm.
